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Important information
This is original content from Fidelity Digital Asset 
Services, LLC (“FDAS”) in the U.S. No recipient is 
authorized to pass this communication on to any other 
person whatsoever or reproduce it by any means without 
the prior written consent of Fidelity. This document is 
used by Fidelity Clearing Canada ULC (“FCC”) and is 
not meant to endorse or sponsor any specific Fidelity 
product or service. Digital asset custody and trading 
services are provided to Canadian institutional clients by 
FCC and not directly by FDAS, who acts as digital asset 
sub-custodian to FCC. 

The source of all factual information and data on markets 
or digital assets, unless otherwise indicated, is FDAS. The 
statements contained herein are based on information 
believed to be reliable and are provided for information 
purposes only. Where such information is based in 
whole or in part on information provided by third parties, 
we cannot guarantee that it is accurate, complete or 
current at all times. It does not provide investment, tax 
or legal advice, and is not an offer or solicitation to buy. 
Graphs and charts are used for illustrative purposes only 
and do not reflect future values or returns on investment 
of any fund or portfolio. FCC and its affiliates and related 
entities are not liable for any errors or omissions in the 
information or for any loss or damage suffered.

From time to time a manager, analyst or other Fidelity 
employee may express views regarding a particular 
company, security, and industry or market sector. The 
views expressed by any such person are the views of 
only that individual as of the time expressed and do not 
necessarily represent the views of Fidelity or any other 
person in the Fidelity organization. Any such views are 
subject to change at any time, based upon markets and 
other conditions, and Fidelity disclaims any responsibility 
to update such views. These views may not be relied on 
as investment advice.

Certain Statements in this commentary may contain 
forward-looking statements (“FLS”) that are predictive 
in nature and may include words such as “expects”, 
“anticipates”, “intends”, “plans”, “believes”, “estimates” 
and similar forward-looking expressions or negative 
versions thereof. FLS are based on current expectations 
and projections about future general economic, political 
and relevant market factors, such as interest and 
assuming no changes to applicable tax or other laws or 
government regulation. Expectations and projections 
about future events are inherently subject to, among 
other things, risks and uncertainties, some of which 
may be unforeseeable and, accordingly, may prove to 
be incorrect at a future date. FLS are not guarantees 
of future performance, and actual events could differ 
materially from those expressed or implied in any 
FLS. A number of important factors can contribute to 
these digressions, including, but not limited to, general 
economic, political and market factors in North America 
and internationally, interest and foreign exchange rates, 
global equity and capital markets, business competition 
and catastrophic events. You should avoid placing any 
undue reliance on FLS. Further, there is no specific 
intentional of updating any FLS whether as a result of 
new information, future events or otherwise.
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Fidelity Digital AssetsSM Custody
At Fidelity Digital Assets, security is at the core of our business. Assets are managed in an 
omnibus fashion while segregated at the books and record level to provide on-chain privacy and 
maximum liquidity and security. We adhere to a robust combination of operational, cyber, and 
physical controls to keep clients’ assets and personal information safe.

To maintain our rigid security protocols, we do not…

•	 Rehypothecate clients’ assets
•	 Utilize third-party custodians for digital assets
•	 Allow for a single point of failure
•	 Permanently leave more than 2% of assets in hot wallets 
•	 Sell client data

Offline, cold-vaulted storage
Assets are held in cold storage with 24x7 on-site security, 
hardened room structure, and multi-person and multi-
organization access controls. 

Multi-site storage

Accessing assets in “deep cold storage” require private keys  
to be authorized in varied geographic locations by separate 
teams of Fidelity Digital Assets associates. Our multi-site design 
allows for full redundancy should any site become completely 
unavailable due to unforeseen events.

Multi-tiered approval structure
Dynamic entitlement structure and multi-step 
authentication for transactions to mitigate fraud  
and protect your assets.

Optimized Custody
Assets are managed in an omnibus fashion while 
segregated at the books and record level to provide 
on-chain privacy and maximum liquidity and security.

Controls:

Operational

•• Maker/checker requirement
•• Dynamic entitlement structure
•• User-based authentication (2FA) and entitlements
•• Multi-site and tiered approval structure
•• Fidelity Digital Assets maintains SOC 1 Type 2 

audits and has been issued a SOC 2 Type 1 
report by a ‘Big Four’ accounting firm.1 

1	� The description of the audits and reports pertain to products and services of Fidelity Digital Asset Services, LLC. Fidelity Digital Assets, Ltd. has entered into a sub-custody 
agreement with Fidelity Digital Asset Services, LLC to provide its clients access to institutional-grade custody of digital assets, trade execution, and other products and services.

Physical

•• 24x7 security on-premises, alarms, 
and remote monitoring

•• Hardened cold storage facilities 
(tempest shielded, radio frequency 
blocked) 

•• Multi-factor, multi-person and multi-
org room physical access controls

Cyber Security

•• Multi-signature for transfers
•• Offline, certified Hardware Security 

Module (HSM) hardware for all 
online and offline private keys

•• Fully redundant facilities and 
systems, in addition to backups

fidelitydigitalassets.com  |  contact@fidelitydigitalassets.com  |  @digitalassets

The information herein was prepared by Fidelity Digital Asset Services, LLC and Fidelity Digital Assets, Ltd. It is for informational purposes only and is not intended to
constitute a recommendation, investment advice of any kind, or an offer or the solicitation of an offer to buy or sell securities or other assets. Please perform your own
research and consult a qualified advisor to see if digital assets are an appropriate investment option. This information is not intended for distribution to, or use by, any
person or entity in any jurisdiction or country where such distribution or use would be contrary to local law or regulation. Persons accessing this information are required 
to inform themselves about and observe such restrictions. FDF is not currently overseen by a regulator. Custody and trading of digital assets are provided by Fidelity Digital 
Asset Services, LLC, a New York State-chartered, limited liability trust company (NMLS ID 1773897) or Fidelity Digital Assets, Ltd. Fidelity Digital Assets, Ltd. is registered 
with the U.K. Financial Conduct Authority for certain cryptoasset activities under the Money Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer) 
Regulations 2017. The Financial Ombudsman Service and the Financial Services Compensation Scheme do not apply to the cryptoasset activities carried on by Fidelity 
Digital Assets, Ltd. Digital assets are speculative and highly volatile, can become illiquid at any time, and are for investors with a high-risk tolerance. Investors in digital 
assets could lose the entire value of their investment. Fidelity Digital Asset Services, LLC and Fidelity Digital Assets, Ltd. do not provide tax, legal, investment, or accounting 
advice. This material is not intended to provide, and should not be relied on, for tax, legal, or accounting advice. Tax laws and regulations are complex and subject to 
change. You should consult your own tax, legal, and accounting advisors before engaging in any transaction. Fidelity Digital Assets and the Fidelity Digital Assets logo are 
service marks of FMR LLC. © 2022 FMR LLC. All rights reserved. 1038173.1.0
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